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Abstract. The meteoric growth of the Android mobile platform has
made it a main target of cyber-criminals. Mobile malware specifically
targeting Android has surged and grown in tandem with the rising pop-
ularity of the platform [3, 5, 4, 6]. In response, the honus is on defenders
to increase the difficulty of malware development to curb its rampant
growth, and to devise effective detection mechanisms specifically target-
ing Android malware in order to better protect the end-users.
In this paper, we address the following question: do malicious applica-
tions on Android request predictably different permissions than legit-
imate applications? Based on analysis of 2950 samples of benign and
malicious Android applications, we propose a novel Android malware
detection technique called Permission-based Malware Detection Systems
(PMDS). In PMDS, we view requested permissions as behavioral markers
and build a machine learning classifier on those markers to automatically
identify for unseen applications potentially harmful behavior based on
the combination of permissions they require. By design, PMDS has the
potential to detect previously unknown, and zero-day or next-generation
malware. If attackers adapt and request for fewer permissions, PMDS
will have impeded the simple strategies by which malware developers
currently abuse their victims.
Experimental results show that PMDS detects more than 92–94% of
previously unseen malware with a false positives rate of 1.52–3.93%.

Keywords: Android, Permissions, Malware Detection System, Machine
Learning, Data Mining, Heuristics

1 Introduction

Mobile devices are being adopted at an exponential rate: mobile phone sub-
scriptions have increased from 700 million in 2000 to 7 billion by the end of
2014, representing more than 96% of the world’s population, with the market
penetration in developing world projected to reach 90% by the same time [1].
The number of smartphones in use worldwide have surpassed one billion-unit for
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the first time ever in second half of 2012 [7], and already in 2013 did the total
number of smartphones shipped exceed that of feature phones [8].

The convenience of interactive mobile devices has enticed their users, who
now carry a wealth of sensitive information around with them: personal data,
bank information and account details, GPS location, contacts, text messages and
emails [9–13]. The value of these data has attracted cyber-criminals who invest
time and money in exploiting vulnerable mobile platforms, commonly through
malware.
Google’s Android platform has become the most targeted mobile operating sys-
tem, likely for two key reasons [14]. On one hand, Android is a ubiquitous plat-
form, with more than 1.9 billion installed-base devices [2]. On the other hand,
Android applications are easy to reverse-engineer and can be readily modified
or repackaged. Since attackers focus their energy on targets that have the high-
est return on investment, popular platforms like Android with accessible inner
workings are doomed to attract special attention from cyber-criminals.

In anticipation of malicious behavior, the fundamental Android design in-
cludes various security and authentication mechanisms. One of the fundamental
mechanisms is application permissions, where newly installed applications will
ask the user for approval on what types of access will be required for the pro-
gram to work. The mechanism enables granular control of restrictions into what
specific operations can be performed by the particular application.

Yet the old adage that security is only as strong as the weakest link con-
tinues to apply: many families of Android malware prey on unsuspecting users
by camouflaging themselves as regular applications that need elevated privileges
to the system. Often times, legit applications are “repackaged” with a Trojan
payload that preys on unsuspecting users or steals the ad revenue from the host
application [18, 19]. Researchers from the App Genome project reported that
11% of the Android applications in two alternative China-based markets were
repackaged, and another study has reported an alarming 5-13% repackaging rate
among six different third-party markets [20]. The effectiveness of the permissions
mechanism is compromised if the user fails to notice unusual requests for per-
missions.

In this paper, we focus on a basic question: to what extent can Android mal-
ware be detected and thereby thwarted by solely focusing on the permissions they
request? We compare 1450 malware samples to 1500 benign applications from the
Google Play Store and analyze differences and patterns between the two groups.
We found correlation between the group of permissions required by an applica-
tion with its behavior, that is whether the application was benign or malicious.
Using this link, we propose a novel Android malware detection technique, called
Permission-based Malware Detection Systems (PMDS). PMDS uses a machine
learning classifier to automatically identify (potentially) dangerous behavior of
previously unseen applications based on the combination of permissions they re-
quire. Through a machine learning approach, PMDS has the potential to detect
previously unknown and zero-day or next-generation malware.

The contributions presented in this paper are the following.
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– We propose PMDS: a simple, novel approach to categorize the behavior of
an Android application and consequently to detect malware.

– We present a low-overhead cloud-based architecture for PMDS, detailing
both the client-side and a server-side applications, which uses the previously
presented Android malware detection technique.

– We demonstrate the feasibility of our system through cross-validation on
2950 real-world samples, showing that PMDS was able to detect 92–94% of
previously unseen Android malware at 1.52%–3.93% false positive rate.

2 Background

Android is an operating system, primarily designed for touchscreen mobile de-
vices, including smartphones and tablets, the core of which is built on top of
a modified version of the Linux kernel. Every application on Android is run as
a different user in its own, separate Linux process [38]. Above the Linux kernel
layer, Android provides native user-space libraries, such as OpenGL and WebKit,
and the Dalvik Virtual Machine (VM): an open source Virtual Machine opti-
mized to run Java applications on mobile devices. On top of the Android system
architecture there are the applications, which run on an application framework
composed of Java-compatible libraries based on Apache Harmony.

Android applications are distributed and installed using the Android PacK-
age (APK) file format: an archive file built on the ZIP file format and carries
the .apk file extension. Since each Android application runs in its own process
with its own instance of the Dalvik VM, all application code runs in isolation
from other applications.

Furthermore, each application in the Android architecture has access only to
the components it requires to complete its work, and none other. Consequently,
an application that wishes to access particular system components must request
specific permission. The design creates a secure operating environment in which
applications cannot access parts of the system unless they are explicitly granted
privileges [38, 39].

An application that requires special privileges must explicitly declare those
in an AndroidManifest.xml file, an entry file bundled within APK packages that
provides semantic-rich information about the application itself and its compo-
nents.

Furthermore, Android applications (as well as libraries) can enforce their
own, custom permissions. These custom permissions are also declared in the
AndroidManifest.xml file together with the system ones. [40, 39]

Because each permission is related to an action, the permissions required by
an application can be seen as an indicator of its possible3 future behavior and
thus the risk manifested by granting the privileges to the program at hand.

We note that not every piece of malware asks for a dangerous combination of
permissions. Some rely on exploiting vulnerabilities in other services to escalate

3 It is important to note that the declaration of certain permissions in the Android-
Manifest.xml file does not necessarily imply their use at runtime.
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Fig. 1. Example of a malicious application (Trojan-Banker://Android/ZitMo.B) which
requires for a specific group of permissions. On the right the permissions are required
during the installation process, while on the left the AndroidManifest.xml file in which
the required permissions are declared.

privileges, and may not require for any special permissions at all [14]. Zhou
et al. showed that bundling exploits was the exception rather than the norm
in modern Android malware. Our focus will be on malware that specifically
requests permissions to undertake undesirable behavior.

3 Design and Implementation

The key goal of our study is to understand whether the group of permissions
required by an application correlates with its ultimate behavior as either benign
or malicious. If there is a correlation, how can it be leveraged to automatically
identify potentially dangerous behavior of previously unseen applications? In this
section we describe design decisions and implementation of a detection frame-
work architecture that exploits a classifier based on application permissions.

3.1 Design

A malware detection framework for Android can be architected in a variety of
ways. A proactive approach would be to embed detection for all users into an
Android marketplace, such as Google Play Store or an alternative third-party
market, and perform a scan when developers upload their code. However, such
changes are dramatic and should only be issued after the methods have been
thoroughly validated. Here, we instead describe a proof-of-concept architecture
focused on protecting individual clients.
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By taking a client-centric view, the next issue is to address the trade-off be-
tween overhead and accuracy. On one end of the spectrum, the detection logic
could reside entirely on the mobile device, with updates periodically issued from
an Internet service. This option requires more processing and in turn consumes
more battery from the device. It also leaves open a window of vulnerability
between updates during which malicious applications could be installed with-
out warning. On the opposite end, one could outsource detection entirely to
a cloud service, leaving a bare bones client-side framework that focuses solely
on mitigation when malicious applications are detected. This strategy allows
more elaborate and powerful detection programs to be run in the cloud where
resources are less constrained. However, communication with a remote service
incurs higher latency and may degrade user experience if the application cannot
start until it has been scanned, or security if the application starts before the
response from the scan has been received from the cloud server.

Fig. 2. The Permission-based Malware Detection System (PMDS) architecture. The
clients, whether they are Android devices or Android marketplaces, have a “Permission
Checker” that extracts permissions by an application and sends them to a server-side
application where the application is evaluated as benign or malicious.

Taking these factors into consideration, PMDS is implemented as a cloud
system. Such system has several additional advantages. An important one is
that the cloud service is no longer subjected to the Android architecture design
and its limitations, allowing more accurate analysis that are poised to improve
detection rates. As mentioned above, the second main advantage is that fewer
resources are spent on the device itself, which in turn will improve the battery
lifetime compared to an on-device scan.
As shown in Figure 2, the Permission-based Malware Detection System (PMDS)
is composed of a client-side application, whose task is to extract the permissions
of an application and send them to the server-side component. The server is the
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core of our technology, as it is tasked with classifying the behavior of the given
application instance as either benign or malicious and, then, signaling the results
to the client-side application as quickly as possible. In order to do so, we will
rely on machine learning classifiers that we discuss below.

As with other malware detection systems, the client-side component can im-
plement two strategies: it can provide an interface that enables the user to per-
form a manual scan of installed programs (on-demand scan), or it can be used
to automatically scan recently obtained applications (on-install scan). Anecdotal
evidence suggests that people are not vigilant about virus and malware scans,
making time between scans larger than needed, so we focus on on-install scans.

However, the standard Android platform is designed to disallow applications
from interacting with the installation process. Specifically, when an application
is installed from Google Play Store or another third-party market, our malware
scanner is limited to registering and then handling an event telling us that a new
application has been installed, rather than interrupting the process. In light of
this limitation, our on-install scanner will be able to detect a malicious applica-
tion only after it has been installed, creating a race condition between execution
of the new program and the scan. If the scan is fast enough, PMDS will detect
and remove a malicious application before it is launched and thus before it can do
harm. Our implementation is guided by the concern that lookups must produce
a prompt response, meaning that we strive to minimize server-side computation
time and network latency. On a positive note, the asynchronous notifications
about newly installed applications implies that no particular delay is added to
the installation process, thereby minimizing user interruption.

Finally, we must be mindful of two additional concerns when designing a
cloud system for mobile devices. First, one cannot trust that mobile devices is
connected to the global Internet at all possible times. We will make the assump-
tion that applications are generally installed from markets on the Internet, and
that the connection will remain up for a short amount of time following the
installation. In fact, our analysis below confirms that most applications require
Internet access to function properly. The second concern is that applications
should strive to minimize network traffic. The communication protocol we im-
plemented is designed to communicate the required information efficiently, as
described below.

3.2 Implementation

Server-side Application The server-side application is the crux of our Permission-
based Malware Detection System (PMDS) as it is the component responsible for
classifying an application’s behavior as either benign or malicious.

In our prototype of the server-side application, we use Python to automat-
ically extract the permissions declared by an application in its AndroidMani-
fest.xml file of the APK package (see Figure 3). We piggyback on the Android
Asset Packaging Tool (aapt) which is a part of the Android SDK. The aapt pro-
gram is versatile, in particular the “aapt dump permissions” command lists the
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permissions declared by an application:

$ aapt dump permissions MyPkg.apk | sed 1d | awk ’{print \$NF}’

After extracting the permissions, the program automatically save the informa-
tion in the Weka’s Attribute-Relation File Format (ARFF) [43, 44].
Our prototype then uses Weka [33] to train multiple classifiers in order to detect
new and unseen malware.

Fig. 3. To create the classifier’s dataset, the permissions declared in the AndroidMan-
ifest.xml file of an application are automatically extracted using the Android Asset
Packaging Tool (aapt). Then, the classifier automatically labels the application be-
havior, as either benign or (potentially) malicious, according to the combination of
permissions the application requires.

Android applications can enforce their own custom permissions, as mentioned
earlier, which appears as noise in the classifier. In PMDS, we omit custom per-
missions and collect only the system permissions available in the Android API
documentation, for a total of 130 permissions [41]. The permissions requested by
an application is represented as a binary vector of Boolean values, one for each
permission, where TRUE stays for the presence of that particular permission
while FALSE stays for its absence. In our database, we also store the applica-
tion behavior, saved as either benign or malicious.

FALSE,FALSE,FALSE,FALSE,FALSE,TRUE,FALSE,TRUE,FALSE,TRUE,TRUE,TRUE,

TRUE,...,FALSE,FALSE,FALSE,malicious

As an optimization, we store permissions in a fixed-length array rather than an
extensible map. Modifying the permission types, such as by adding new per-
missions, or order can compromise the integrity or prediction quality of the
classifiers. The optimization allows us to compress the data for each application
into no more than a bit for each permission.

In order to automatically and properly label the behavior of previously un-
seen applications (as either benign or malicious), we train a representative clas-
sifier from each of four modern approaches for classifiers. We chose the following
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machine learning algorithms: C4.5 Decision Tree, K∗, RIPPER and Näıve Bayes,
and evaluate their performance in Section 4.

C4.5 Decision Tree-based Learning. We used the J48 open source Java
implementation of the Ross Quinlan’s C4.5 Decision Tree-based learning algo-
rithm which is available in Weka. The C4.5 algorithm builds decision trees from
a set of training data using information entropy as a distance measure. The de-
cision trees are then used as predictive models for mapping observations about
an item – its features – and conclusions about the item’s target value – its class
label. [34, 32, 33]

K∗ Lazy Learning. On the other hand, K∗ is a Lazy (Instance-based) learn-
ing algorithm developed by Cleary and Trigg. The K∗ algorithm classifies an in-
stance by comparing it to a database of pre-classified examples and using entropy
as a distance measure. The biggest drawback is that evaluation is comparatively
slow and can grow with data, in exchange for faster training times. [35]

RIPPER Rule-based Learning. RIPPER (Repeated Incremental Prun-
ing to Produce Error Reduction) is a Rule-based learning algorithm developed
by William W. Cohen. The RIPPER algorithm classifies an instance according
to a sequence of Boolean clauses linked by logical AND operators, which together
imply the membership of the instance to a particular class. [31]

Näıve Bayes Learning. Finally, Näıve Bayes is a simple Bayesian learning
algorithm developed by John and Langley. The Näıve Bayes probabilistic algo-
rithm is based on applying Bayes’ theorem with strong (näıve) independence
assumptions. In other world, for this algorithm, the presence (or absence) of a
particular feature is unrelated to the presence (or absence) of any other feature
of a class. [36]

3.3 Client-side Application

The client-side component is responsible for extracting the permissions declared
by an application and send them to the server-side application.

Retrieving the list of applications currently installed on an Android device –
irrespective of whether they are user or system applications (see Section 2) – can
be achieved by PackageManager class. The interface further enables the caller
to retrieve various extra information related to each application, including the
permissions they require [42].

Recall that Android explicitly prohibits tampering with the installation pro-
cess of an application from Google Play Store. PMDS instead registers a handle
for the event that a new application has been installed. A custom on-install scan-
ner will scan the executable, but notably malware can only be detected after the
application has been installed. However, the detection is designed to be faster
than an average user is at opening the newly installed application.

We “hook” our scanner to the installation process by creating and registering
a BroadcastReceiver handler for the PACKAGE ADDED and ACTION PACKAGE
REPLACED broadcast actions:

The first action is broadcast every time a new application package has been
installed on the device, while the latter is called every time a new version of an
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final PackageManager pm = getPackageManager();

final List<ApplicationInfo> listOfInstalledApps =

pm.getInstalledApplications(PackageManager.GET_META_DATA);

// Retrieve each installed app info:

for ( final ApplicationInfo ai : listOfInstalledApps ) {

final String appName = pm.getApplicationLabel(ai).toString();

final String appPackage = ai.packageName;

List<String> appPermissions;

final PackageInfo pi = pm.getPackageInfo(appPackage,

PackageManager.GET_PERMISSIONS);

if ( (pi != null) && (pi.requestedPermissions != null) ) {

Collections.addAll(appPermissions, pi.requestedPermissions);

}

...

}

Fig. 4. Assembling a list of installed applications on Android. The getInstalledApplica-
tions() method of the PackageManager class returns a list of ApplicationInfo objects.
Each of these objects represents an installed application.

<receiver android:name="com.example.onInstallBroadcastReceiver"

android:exported="false">

<intent-filter android:priority="1000">

<action android:name="android.intent.action.PACKAGE_ADDED" />

<action android:name=

"android.intent.action.ACTION_PACKAGE_REPLACED" />

<data android:scheme="package" />

</intent-filter>

</receiver>

Fig. 5. XML. Example of BroadcastReceiver that handles the on-install event, thanks
to the PACKAGE ADDED and ACTION PACKAGE REPLACED broadcast actions.

application package has been installed, thus replacing an existing version that
was previously installed.

When the BroadcastReceiver is triggered, the permissions required by the
installed APK package are extracted by the client-side component and sent to
the server-side application.

The use of BroadcastReceiver allows us to minimize the use of the CPU
and, therefore, the battery consumption. Since PMDS uses only the 130 system
permissions available in the Android API documentation [41] on the server side,
we can also optimize the packet exchange so that the client-side application
needs transmit only a data sequence of 130 bits that indicates each permission
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public class onInstallBroadcastReceiver

extends BroadcastReceiver {

/**

* Receiving an Intent broadcast.

*

* @param context the Context in which the receiver is running.

* @param intent the Intent being received.

*/

@Override

public void onReceive(Context context, Intent intent) {

String action = intent.getAction();

if ( action.equals( Intent.ACTION_PACKAGE_ADDED ) ||

action.equals( Intent.ACTION_PACKAGE_REPLACED ) ) {

// Retrieve the installed/updated package:

final String appPackage =

intent.getData().getEncodedSchemeSpecificPart();

// [...] Scan the APK package [...]

}

}

}

Fig. 6. Java. Example of BroadcastReceiver handler for the on-install event, corre-
sponding to the XML code in Figure 3.3.

requested by the application. The server-side application will answer with a single
bit, predicting that the application intention is either malicious or benign. Note
that other layers, such as TCP, the HTTPS protocol and other chatty formats,
add additional space overhead on top of the protocol.

4 Evaluation

Since it is the core of our Permission-based Malware Detection System (PMDS),
our evaluation is focused on determining the efficiency of the server-side classifier.

4.1 Dataset and analysis

We use a dataset of 2950 samples, divided into 1500 unique benign samples (i.e.
no updated versions of the same applications are included) and 1450 malicious
ones. The benign samples were collected from the Google Play Store [46], while
all the malicious samples were taken from both the Android Malware Genome
Project [14] and Contagio Mobile [45]. We disregard applications that do not
request additional permissions.
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Figure 7 shows the most frequently requested permissions by the samples
in our dataset, both benign and malicious, ordered by decreasing popularity.
The INTERNET privilege was the most required permission for both benign
and malicious applications, in concord with Zhou and Jiang’s study [14]. On
the other hand, our dataset shows significant difference between the groups in
certain permissions, such as: READ PHONE STATE, ACCESS WIFI STATE,
READ SMS, WRITE SMS, SEND SMS, RECEIVE SMS, READ CONTACTS
and CALL PHONE.

4.2 Experimental set-up

In order to evaluate the accuracy of each machine learning classifier, we use the
standard tenfold cross-validation. Cross-validation is a model validation method
that divides data into two segments: one used to train the machine learning algo-
rithm and one used to test it. Tenfold cross-validation takes 90% of the dataset
for training and 10% for testing, and then repeats the procedure 10 times with
different parts used for training and testing, and then outputs the average accu-
racy across the runs. In this way, we are testing the classifiers against previously
unseen data (i.e. data not used for training the classifiers), which in our case
represent zero-day or next-generation malware.
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Fig. 7. Most frequently requested permissions by the Android applications in our
dataset. The blue bars show the number of times the specific permissions have been
requested by benign applications, while the orange bars show the number of times they
have been requested by malicious applications.

In order to evaluate the results of the performed experiments, we use the fol-
lowing standard evaluation measures: True Positive (TP ) – the number of ap-
plications correctly classified as malicious, True Negative (TN) – the number of
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applications correctly classified as benign, False Positive (FP ) – the number of
applications mistakenly classified as malicious, and False Negative (FN) – the
number of applications mistakenly classified as benign. Furthermore, we define
the normalized term True Positive Rate (TPR) to mean the fraction of truly
benign samples that were characterized as such (i.e. TPR = TP

TP+FN ), and the

term False Positive Rate (FPR = FP
FP+TN ). We also define Accuracy (ACC)

to mean the fraction of applications correctly classified out of the total amount
of applications (i.e. ACC = TP+TN

TP+TN+FP+FN ) and, finally, with the term Error
Rate (ER) we mean the fraction of applications mistakenly classified out of the
total amount of applications (i.e. ER = FP+FN

TP+TN+FP+FN ). To illustrate the effi-
cacy of a solution, we will use Receiver Operating Characteristic (ROC) curves,
graphical plots of the TPR versus the fraction of false positives out of the total
actual negatives (i.e. FP

TN+FP ), at various threshold settings.

4.3 Standard machine learning classifiers

Table 1, and Figures 8 and 9, show the results obtained in our first batch of
experiments, where we used the four representative machine learning algorithms
(C4.5, K∗, RIPPER and Näıve Bayes).

TP TN FP FN TPR FPR ACC ER

C4.5 1340 1456 44 110 92.41 % 3.03 % 94.78 % 5.22 %

K∗ 1338 1478 22 112 92.28 % 1.52 % 95.46 % 4.54 %

RIPPER 1338 1465 35 112 92.28 % 2.4 % 95.02 % 4.98 %

Näıve Bayes 1155 1450 50 295 79.66 % 3.45 % 88.31 % 11.69 %
Table 1. Experimental results using four different classifiers: a Decision Tree-based
learner (C4.5), a Lazy Instance-based learner (K∗), a Rule-based learner (RIPPER)
and a Bayesian learner (Näıve Bayes). The classifiers automatically label the behavior
of previously unseen applications as either benign or malicious.

As evident on the figures, the overall best results were obtained using K∗, with
which we achieved a detection rate of 92.28% and a false positives rate of 1.52%
– the minimum across all experiments. We achieved the highest detection rate
(92.41%) using C4.5, while the highest accuracy (95.02%) using RIPPER. Näıve
Bayes produced the least competitive results, both in terms of the detection rate
and the false positive rate.

4.4 Boosted machine learning classifiers

The machine learning literature is endowed with a methodology called boosting
that converts rough and moderately inaccurate classifiers into stronger com-
bined classifiers by systematically reducing bias. We subjected three of the four
classifiers that had been trained to Adaptive Boosting (AdaBoost), a machine
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Fig. 8. The Receiver Operating Characteristic (ROC) Curve of our C4.5 (left) and K∗

(right) classifiers, respectively.
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Fig. 9. The Receiver Operating Characteristic (ROC) Curve of our RIPPER (left) and
Näıve Bayes (right) classifiers, respectively.

learning meta-algorithm developed by Yoav Freund and Robert Schapire. Ad-
aBoost uses a boosting approach in which multiple classifiers (possibly through
parameterization) are trained, and their output is joined into a weighted sum
that can provide more accurate prediction [37].

We boosted the previously evaluated machine learning algorithms with Ad-
aBoost, and show the results in Table 2, and Figures 10 and 11.

In these experiments, we note that Näıve Bayes had the largest relative im-
provement in detection rate and false positives rate through boosting. The best
results were obtained from the boosted version of the C4.5, with which we achieve
a detection rate of 94.21% and a false positive rate of 3.93%. The improved de-
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TP TN FP FN TPR FPR ACC ER

C4.5 1366 1443 57 84 94.21 % 3.93 % 95.22 % 4.78 %

RIPPER 1353 1442 58 97 93.31 % 4 % 94.75 % 5.25 %

Näıve Bayes 1345 1362 138 105 92.76 % 9.52 % 91.76 % 8.24 %
Table 2. Experimental results using AdaBoost in conjunction with the previous ma-
chine learning algorithms (i.e. C4.5, RIPPER and Näıve Bayes).

tection rate over the best non-boosted method thus comes at the price of higher
false positive rate.

We note that False Positive Rate (FPR) must be minimized since malware
detection engines are primarily engineered to filter out potentially harmful con-
tent. The FPR is low but not zero, and may potentially be reduced through the
use of a whitelisting mechanism.
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Fig. 10. The Receiver Operating Characteristic (ROC Curve) of our AdaBoost classi-
fier using RIPPER (left) and C4.5 (right) as base classifiers respectively.

4.5 Improvements

Future work will address areas where improvement is needed. First, some permis-
sions declared by Android applications imply different privileges; this delegation
of privilege is not captured by the PMDS prototype.

For example, the READ EXTERNAL STORAGE permission, which allows
an application to read from the External Storage, is implicitly granted by the sys-
tem if the targeted API level is equal or lower than 3 or if the application requires
the WRITE EXTERNAL STORAGE permission, which allows an application
to write to the External Storage. Furthermore, the READ EXTERNAL STORAGE
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Fig. 11. Comparison of the Receiver Operating Characteristic (ROC Curve) across
various base classifiers (left) and the AdaBoost variants (right).

permission is enforced only from API level 19, from which point this permission
is not longer required to read files in the application-specific directories.

Another example is the READ CALL LOG permission, which allows an ap-
plication to read the user’s call log. If an application targets API level equals or
lower than 15, this particular permission is implicitly granted by the system if
the application requires also the READ CONTACTS permission, which allows
an application to read the user’s contacts data. PMDS needs to be carefully
designed to capture the nuances of privilege delegation.

It is possible that an application uses some permissions – and accordingly
to performs some system actions – without explicitly declaring them in its An-
droidManifest.xml file. Our PMDS prototype ignores this dilemma, but future
work should account for implied permissions in order to provide more precise
correlation between the group of permissions required by applications and their
behavior.

5 Related Work

While many traditional malware detection methodologies are based on signa-
tures, there is a growing trend towards apply machine learning and data mining
techniques to detect unknown malicious code. The approaches taken thus far,
however, have been mostly concentrated on malware for the Microsoft Windows
platform [23–30].

Some prior works explore the possibility of detecting Android malware us-
ing permissions. These projects, however, are predominantly based on heuristics
and do not deploy machine learning techniques. In the closest project, Huang
et al. [16] ask the same research question as us: can malicious applications be
detected using permissions? In order to retrieve the permissions, the authors
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disassemble the APK packages, identify the Android system functions invoked,
and then reconstruct the permissions being used. To evaluate their detection
model, the authors use a dataset of 124,769 benign applications and 480 ma-
licious ones, and 4 machine learning algorithms, respectively: AdaBoost, Näıve
Bayes, Decision Tree and Support Vector Machine. The authors use several other
features (e.g. the number of particular file formats and both the number of
under-privileged and over-privileged permissions) in addition to the permissions
to improve their detection mechanism. The authors claim that their experiments
show that a single classifier is able to detect about 81% of malicious applications.
Our evaluation of PMDS suggest that the method achieves comparatively higher
detection rate.

Other related works that take advantage of permissions are VetDroid [22],
the fingerprinting schemes DroidRanger [17], DroidMOSS [20], and work on gen-
erative models for risk scores based on requested permissions of Sarma et al. [21].

VetDroid [22] is a dynamic behavioral profiler framework which use the per-
missions to reconstruct sensitive behaviors in Android applications. VetDroid is
able to reconstruct some malicious behaviors of Android applications, to ease
malware analysis, and to find information leaks and vulnerabilities. The authors
use a dataset of 600 malware, collected from the Android Malware Genome
Project [14], and 1,249 free applications collected from the Google Play Store.
While both VetDroid and PMDS try to correlate permissions to behavior, Vet-
Droid is a tool to provide better behavior understanding and to help analysis
(the output of the system is a report), rather than a complete detection system.

DroidRanger is a permission-based behavioral fingerprinting scheme to de-
tect new samples of known Android malware families [17]. The authors propose
a two layer scheme. Applications are first filtered based on the Android per-
missions required and then sieved through a heuristics-based filter. The authors
use a dataset of 182,823 applications collected from 5 different marketplaces to
evaluate their detection model. They claim that their experiments show that
DroidRanger detects 119 infected applications in their dataset, with a false neg-
ative rate of 23.52% in the first version and of 5.04% in the second version.
The authors focus only on the most used Android permissions of 10 Android
malware families whereas PMDS investigates the whole vector. The works also
differ in that PMDS leverages machine learning algorithms for its detection
whereas DroidRanger takes a heuristic-based approach. A subset of the authors
of DroidRanger also created DroidMOSS [20], which is focused entirely on de-
tecting repackaged applications and uses fuzzy hashing to detect the changes
made from the original legitimate program.

Sarma et al. propose the use of probabilistic generative models to compute
a risk score depending on the permissions required by an application [21]. The
authors use a dataset of 158,062 benign applications collected from the Android
Market and 121 malicious ones. The authors claim that, for a very low warning
rate of 0.05%, they were able to identify the 50% of the malware. Furthermore,
using a different weight when training, they claim to achieve 71% of detection
rate and 2.4% of warning rate. PMDS, in contrast, achieved 94% detection rate
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in our evaluation – comprised of nearly 10× more malicious applications and 10×
fewer benign ones – while retaining a lower warning rate. We believe the two
approaches are also complementary and could potentially be fused to provide an
even more effective detection system.

6 Conclusion

In the wake of the exponential growth of the Android mobile platform there is
rapid proliferation of Android malware. In this paper we have proposed a new
detection technique for Android malware, called Permission-based Malware De-
tection System (PMDS). Our work focuses exclusively on how well permissions in
Android are indicative of undesirable behavior. We built a client-server architec-
ture for PMDS, the crux of which is a server-side machine learning classifier that
automatically identifies (potentially) dangerous behaviors of previously unseen
applications based on the combination of permissions they require.

Our experimental results shows the feasibility of using well-established clas-
sifiers in order to provide heuristic detection on unknown and zero-day or next-
generation malware which are not detected by standard detection systems. PMDS
was able to detect more than 92–94% of previously unseen malware with a false
positive rate of 1.52–3.93%. Our approach shows that a simple permission-based
mechanism may be used alongside classic detection algorithms to thwart the
rampant mobile malware and thus raise the security bar in the mobile space.
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