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Abstract. We consider the problem of secure distributed aggregation in arbitrary
networked systems. In previous work, we proposed a general approach based on
the principles of trusted systems theory, in which the functionality of a generic
aggregation system was secured by the application of dedicated trusted devices.
Here, we propose a symmetric trusted third party authentication protocol, applica-
ble to any distributed aggregation system. We also describe a version incorporat-
ing physically unclonable functions, able to resist simulation attacks in the event
of an adversary being able to breach a trusted device to the extent of extracting
embedded secret keys.
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1 Introduction

While new networking paradigms, such as wireless sensor networks [28], shared and
participatory sensing [14] and the Internet-of-things [7], enable novel applications, they
also bring unprecedented scalability challenges. One approach to cope with the scale
of future networked systems and the sheer volume of information produced is to use
distributed aggregation algorithms. Unfortunately, the security of this important class of
algorithms is currently unsatisfactory for applications where the integrity of information
is at stake. Of particular concern are stealthy insiders, those who can arbitrarily bias the
aggregate computed for whatever purpose by corrupting even a single data contributor.

We have previously outlined an approach towards ensuring the integrity of the sens-
ing and computation process in a distributed aggregation network [12]. Based on the
principles of trusted systems theory, we proposed dedicated trusted sensor and aggre-
gator modules, physically hardened to prevent tampering. We showed that correctness
guarantees can be given for a distributed aggregation system by presuming that the
devices are physically invulnerable and always provide verifiably correct functionality.

In this paper, we investigate these underlying assumptions more carefully by fo-
cusing on the task of entity authentication in such a system. Since a trusted device is
accepted as such based on valid credentials, proper authentication is critical to enable
secure aggregation in a system of the kind we described. In particular, we describe a
trusted third party authentication protocol that only uses symmetric cryptographic prim-
itives, suitable for use in any distributed aggregation system. Mutual authentication is
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based on a symmetric private key that is permanently “burned” into a trusted device as
a stamp of authenticity by a trusted third party.

A pivotal objective is to overcome a weakness whereby an adversary, given suffi-
cient time and resources, breaches a trusted device and retrieves the secret key. Posses-
sion of the key enables the adversary to exactly simulate the actions of a device for the
corresponding identity, including all cryptographic functions. Naturally, the unmask-
ing of secret communication constitutes a catastrophic fault for security and integrity
of the system. To counter simulation attacks of this sort, we propose to integrate the
tamper-resistance measures with a physically unclonable function (PUF), thus prevent-
ing extraction of the permanent secret key. We amend the authentication protocol with
a phase in which a trusted third party issues a challenge which can only be answered by
a PUF, guaranteed to be altered by any physical breaches extensive enough to compro-
mise the key. The new protocol gives resilience to cloning attacks proportional to the
probability of the adversary guessing correct responses to challenges.

2 System Model

Network and Aggregation Model. We consider an arbitrary connected network graph
G = (V ,E). An aggregation overlay G′ = (V ′,E′) is imposed on top of G; V ′ ⊆
V , E′ ⊆ E. A querier q initiates a distributed aggregation protocol over G′, which
we assume to be composed of sensors s ∈ S, which deliver local observations, and
aggregators a ∈ A, which merge and process information in-network; V ′ = {q,S,A}.

We will limit our discussion to a tree-based aggregation network [15, 1, 3], although
the techniques which will be described alter on are equally applicable to other families
of aggregation protocols. Hence, the aggregation model is classic convergecast [20, pp.
34], in which the querier q is the root. Further, for simplicity of analysis, we assume
a synchronous network for the present discussion. Sensors S′ ⊆ S deliver a set of
local inputs (their observations) I0 at time zero. An aggregator ai receives a set of
inputs I0

a ⊂ I0, computes an aggregation function y1 = f(I0
a) and releases as a partial

aggregate update m1
a = 〈y1〉 in the next round to the parent in the aggregation tree.

The wave of partial aggregate updates progresses upwards until a final aggregate is
computed by the root q in the last round.

Adversarial Model. Let us define observation nodes as generic platforms which fulfil
both the functionalities of sensing and aggregation. We may assume the observation
nodes are capable of establishing secure channels, thereby excluding outsiders from
eavesdropping on or tampering with partial aggregate updates. However, we must as-
sume observation nodes are inherently corruptible, a common and prudent assumption
in many types of distributed systems. An observation node corrupted by the adversary
is an insider, having the potential to manipulate the aggregate computation, despite pre-
established secure relations. Further, we assume a stealthy adversary [21], one whose
goal is to influence the aggregate computation long term, without risking significant
probability of detecting corrupt nodes.

The querier q is inherently trusted by virtue of being the originator of queries and
consumer of data. We focus on stealthy attacks whose goal is to induce the querier to



(a) Observation node schematic. (b) Secure aggregation network.

Fig. 1: (a) Trusted modules and channels are shown in bold. Untrusted services utilized by the ag-
gregation process are indicated by the cogwheel and network interface card symbols. (b) Trusted
devices, hosted by vulnerable platforms (observation nodes), form a trusted aggregation overlay.

produce a biased aggregate. Integrity (correctness) is the primary objective. We neglect
other important classes of attacks, such as denial-of-service and other availability at-
tacks, as these run contrary to our stealthiness assumption. Attacks against the sensing
process itself, or process-of-measurement attacks [23], are also neglected; we focus on
attacks in the electronic signal chain from transducer head to querier.

3 Secure Aggregation with Trusted Devices

The system model described above is applicable to many families of distributed aggre-
gation networks [15, 10, 22], which must be considered inherently vulnerable to being
influenced via node compromise. Various proposals have been made towards the goal of
reducing the adversaries potential [9, 2, 21, 17, 29], but none to date succeed in provably
guaranteeing correctness of the aggregate computation.

Our position is that firm and tight bounds can only be placed on the adversary by
establishing trust a-priori. In order to do so, we have proposed a system of trusted
sensors and aggregators based on the principles of trusted systems theory [26], which
together form a secure aggregation network [12, 13]. An observation node in such a
system is shown schematically in Figure 1a. A trusted sensor and aggregator pair have
established secure intra-node relations, excluding the untrusted node services indicated
by the cogwheel symbol. The aggregator has established (on behalf of the observa-
tion node) secure inter-node relations with a remote peer. Figure 1b shows a schematic
overview of a tree-based aggregation network. A trusted aggregation overlay (tree) is
superimposed on the untrusted aggregation graph G′, in which trusted sensors are leafs
and aggregators are interior vertices.

The functionality of (i) trusted data production (sensing) and (ii) trusted function
evaluation (aggregation) on generic untrusted observation nodes is secured by the intro-
duction of trusted modules, sensors and aggregators. The devices are small and limited
in terms of their functionality as well as circuitry and code size, implying that rigorous
specification and verification of their operation is tractable. A device, whose functional-
ity has been certified as correct by a trusted party, enables the systems designer to place
trust in the correct function of the overall aggregation system, given some prerequisites
are met; we refer to [12, 13] for details.



Fig. 2: Authentication messages in a partial aggregation tree. q is the querier, while S1 and S2

are two untrusted observation nodes, hosting trusted aggregators a1 and a2.

Assuming correct and invulnerable devices gives overall correctness guarantees: an
adversary in control of an observation node is unable to influence local inputs (trusted
sensors) or function evaluation (trusted aggregators). Given trusted relations between
aggregators, we can take on faith that the aggregate received by q is composed en-
tirely of correct observations, and hence, correct. We focus on correctness, as defined
by Narasimha and Tsudik [16] in the context of outsourced databases, adapted to a
distributed aggregation network. The complimentary objective of completeness, that
is, ensuring that all observations released by sensors are included in the aggregate, is
excluded from this paper for sake of brevity.

4 Entity Authentication

Let us now proceed with the task of entity authentication in a distributed aggregation
network. We require a protocol which gives us mutual entity authentication as well
as establishes the shared keys required for trusted relations. In order to mutually au-
thenticate, trusted devices must make sure that their potential communicating peers are
members of the same (or overlapping) group of trust, that is, verified and certified by a
party which is mutually trusted or traceable to a single root of trust.

Asymmetric protocols, for instance the Station-to-Station protocol [5], enable fully
distributed authentication, given per-node certificates and the ability to verify such cer-
tificates as being issued by a mutually trusted party. However, given the fact that dis-
tributed aggregation systems are by definition a single connected component enables us
to consider the simpler (in terms of burdens placed on the trusted devices) solution of
authenticating with the assistance of a trusted third party. This enables a relatively sim-
ple symmetric protocol to be constructed, in effect an extension of a protocol used in our
prototype implementation of a secure single (trusted) aggregator system [13]. The pro-
tocol, shown schematically in Figure 2, is inspired by the classic Needham-Schroeder
symmetric TTP protocol adapted to our architecture, but incorporates nonces to prevent
replay attacks [18, 4, 19]

The protocol is initiated by an untrusted agent S1 whose trusted aggregator has
already joined the trusted aggregation overlay. We can say that S1 acts as an authentica-
tion proxy for a2 (the unassociated aggregator of S2) for the initiation of the protocol.
G is an authentication gateway, which can in practice be co-located with q.

S1 → a1 : 〈S2〉 (1)
a1 → S1 : 〈Aa1a2

〉 (2)
S1 → S2 → a2 : 〈INVITE, S1, a1,Aa1a2

〉 (3)
a2 → S2 → · · · → G⇒ A : 〈AUTH1, a2, EAa2

(a2, a1, S2, S1, Na2a1
,Aa1a2

)〉 (4)
A⇒ G→ · · · → S1 → a1 : 〈AUTH2, EAa1

(a1, a2, Na1a2
, R)〉 (5)

A⇒ G→ · · · → S2 → a2 : 〈AUTH3, EAa2
(a2, a1, Na2a1

, R)〉 (6)



1. Initiating event: S1 discovers S2. If S1 hosts an aggregator which is already part of
the trusted overlay, then it initiates the protocol. Otherwise, it caches S2 and waits.
S1 begins by notifying its hosted trusted module a1 of the existence of peer S2.

2. a1 responds with an one-time authentication token for the potential (a1, a2) associ-
ation, Aa1a2

= EAa1
(S2, Na1a2

); Na1a2
is a nonce. The token in encrypted under

the permanent secret device key KAa1
shared pairwise with A.

3. S1 sends a INVITE message to its potential peer S2, including the public identity
of its trusted aggregator and its one-time authentication packet.

4. a2 responds with a message intended for A, composed of the identities of the trusted
and untrusted devices participating in the potential association, a nonce Na2a1 and
the authentication token from a1. The message is routed end-to-end a2 → A, treat-
ing all intermediaries as outsiders. A retrieves an encryption key K for the identity
a1, decrypts and verifies the authentication request; proper verification provides
implicit entity authentication based on the knowledge of a shared key. Similarly,
A verifies the identity a1 by decryption of its authentication token. Replays are
prevented by verification of nonces.

5. A composes a message intended for a1 which contains the identities of the trusted
devices, the nonce Na1a2

and a random number R used as key material.
6. A sends a similar message to a2.

Both a1 and a2 verify nonces and derive a session key set Ka1a2 = KDF(R).

Key confirmation and transport key establishment. The session key Ka1a2
is used ex-

clusively to set up shared keys for data transfer. The following protocol is executed right
after the derivation of Ka1a2 to (i) confirm the key and (ii) exchange key material for
generation of a transport key KT for the trusted channel a1 ⇔ a2. Either node can in
principle initiate the key confirmation, but logical choice is for the inviter a1 to begin
as described below.

a1 → S1 → S2 → a2 : 〈REKEY, a1, Ea1a2
(a1, a2, N

′
a1a2

)〉 (7)
a2 → S2 → S1 → a1 : 〈NEWKEY, a2, Ea1a2

(a2, a1, N
′
a1a2
− 1, R′)〉 (8)

7. a1 sends a re-key message to a2 (routed through untrusted hosts), containing the
identities of the trusted peers and a fresh nonce. The message is encrypted by the
new session key Ka1a2

, and hence, only readable by a1 and a2.
a2 looks up the session key for a1, decrypts and verifies the message. a2 gener-
ates key material R′ and derives transport key set KT = KDF(R′) for the a1, a2
association. KT is stored in the state for a1, along with an expiration timestamp.

8. a2 sends an encryption under the session key of the identities of the nodes (re-
versed), the decremented nonce (to prove a live node holds the key) and the key
material R′.
a1 looks up the session key for the (a1, a2) pairing, decrypts and verifies the mes-
sage, and derives a transport key set KT = KDF(R′).

Re-keying protocol can be executed as often as needed. The initiating node deletes
the transport key prior to initiating the protocol to signal that it is in key renewal phase.



5 PUF Challenge/response

The protocol sketched in the previous section establishes secure relations between mu-
tually trusted devices, based on the presumed exclusivity of the per-device secret key.
However, we must consider the eventuality that a crafty adversary can breach a tamper-
resistant trusted device, given sufficient time and resources. It is reasonable to assume
that such a breach leaves the trusted device in question inoperable, buying the adver-
sary little in terms of his goal of biasing the aggregate. However, we must account for
the eventuality of a crafty adversary being able to extract the secrets embedded in the
device. Consider for example the cold-boot attack described by Halderman [8].

Extraction of secret keys enables a devastating attack against the correctness of the
aggregation network. Given an extracted secret key, the adversary is able to simulate a
trusted device; in keeping with proper cryptographic design principles, we assume that
only the key is secret. As shown by Wagner [27], even a single data source under ad-
versarial control is able to introduce arbitrary bias in the case of many common scalar
aggregation functions, such as MIN, MAX, SUM, AVERAGE; we extend the result to a top-k
aggregate in [11]. Hence, the ability to simulate even a single device represents the po-
tential for a catastrophic failure in terms of our primary objective of guaranteed correct
aggregation. We propose to counter simulation attacks by incorporating a physically un-
clonable function (PUF) [6, 24], assumed to be an integral part of the tamper-resistant
packaging of a trusted device. A PUF is a hardware feature sufficiently unique to be
used as a physical one-way function. Combined with challenge-response authentication
protocols, PUFs provide strong guarantees of device integrity. Several classes of PUFs
have been proposed. One class is coating-based PUFs, which are based on random dop-
ing of a dedicated layer on top of the sensor processor with dielectric particles [25],
which can be incorporated into tamper-resistant shielding.

The authentication protocol is amended as follows: A includes a challenge/response
pair CRa1a2

= (EAa2
(C2, N

′′), R2) in message 5 and CRa2a1
= (EAa1

(C1, N
′′), R1)

in message 6. Note that the challenges are encrypted along with a nonce using the key
of the peer in order to prevent the challenger from ever learning a challenge/response
pair. The key confirmation protocol is amended as follows:

a1 → S1 → S2 → a2 : 〈REKEY-C, a1, Ea1a2
(a1, a2, N

′
a1a2

, EAa2
(C2, N

′′))〉 (7)
a2 → S2 → S1 → a1 : 〈REKEY-CR, a1, Ea1a2

(a2, a1, N
′
a1a2
− 1, N ′

a2a1
,

EAa1
(C1, N

′′)〉 (8)
a1 → S1 → S2 → a2 : 〈REKEY-R, a2, Ea1a2

(a1, a2, N
′
a2a1
− 1, R1)〉 (9)

a2 → S2 → S1 → a1 : 〈NEWKEY, a2, Ea1a2
(a2, a1, N

′
a1a2

, RT )〉 (10)

7. a1 initiates the key confirmation and includes the pre-packed challenge received
from A. Note that a1 is unable to read the challenge which is encrypted by the
private device key of a2.

8. a2 extracts the challenge, computes R2 = PUF(C2) and returns to a1, along with
the encrypted challenge received from A.

9. a1 compares the received R′
2 against the R2 received from a2, computes R1 =

PUF(C1) and returns to a2.



10. a2 validates the response and finally generates key material RT and returns to a1.

Both trusted modules derive transport keys KT = KDF(RT ).
The protocol enables both nodes to ascertain that their peers are authentic and intact

trusted modules; the probability that a simulated entity is able to produce a correct
response is p = 1/2lR , where lR is the length of the expected response in bits. The
encryption of challenges along with a nonce ensures that the challenger (or any other
party) never learns the challenge for a particular response and is hence unable to map
the peers PUF.

A simulated node ā2 does not have access to the PUF of the original device a2.
Hence, ā2 is unable (with probability p = 1/2lR ) to produce the correct response to
a challenge served by A to a1. The successful insertion of a simulated device must be
considered an improbable event.

We may consider an alternative protocol in which A challenges each trusted de-
vice between messages 4 and 5 in the protocol. However, the number of messages
remains the same, while the path length is unknown. In the proposed form, the chal-
lenge/response exchange always involves exactly three hops either way, two being in-
ternal to observation nodes.

6 Conclusions

We described a robust symmetric trusted third party authentication protocol, suitable
for use in large distributed aggregation networks. Symmetric, rather than asymmetric,
cryptographic primitives were chosen to reduce the burden on the resource constrained
nodes expected to execute the protocol. Our assumption of the existence of a trusted
third party is reasonable in a distributed aggregation network, which by definition is a
connected component. Hence, we may assume some trusted infrastructure to be reach-
able by any node participating in such a network.

We considered the resiliency of the system to node compromise and found a crit-
ical flaw in terms of the adversary potentially being able to simulate a trusted device
in the event of secret key extraction from a compromised device. This weakness was
countered by the use of a challenge/response phase based on physically unclonable
functions. This step allows us to claim graceful degradation in terms of our primary
goal of correct aggregation.
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